Presentation to the Malaysian Association of Money
Services Businesses (MAMSB):

Competency Training and
the Professional Qualifications in AML/CFT and
Regulatory Compliance

28 Sep 2017, Kuala Lumpur

By Thomas Wan
Course Director, ICTA

1 mamsb

INTERNATIONAL
COMPLIANCE
TRAINING




S

Presentation Agenda

= Presentation & Discussion Outcomes:

1. Initiatives & Developments in the Macro-Regulatory Environment for MSBs
2. ML/TF Vulnerabilities - STR Filing by Sector / Country Comparison

3. BNM - Priorities & Regulatory Expectations

4. Macro Regulatory Environment - Emerging Trends, Challenges, and
Compliance Vulnerabilities & Risks for MSBs

5. Competency Training - Regulatory & AML/CFT Compliance Risk Management

6. Compliance Training & Professional Qualifications with ICA & AICB
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MSBs and Fin Services Industry Highly

Vulnerable...Products & Services - ML/TF Risks

N

All financial products and services are by definition vulnerable to ML/TF risks. However, the
ML/TF vulnerabilities of financial services and products is not always immediately obvious.

All Banking and FI professionals must consider how different products can cater for the

achievement of ML/TF objectives. Evaluate to see how in the 3 stages of ML/TF that they can be
abused.

Also, to evaluate further based upon other identified risk scoring factors by regulators such as:
Specifically identified by regulators/law enforcement as high risk

Allows anonymity or involves third parties

Supports high transaction volumes

Involves cross border transactions

Involves cash, monetary or bearer instruments

Supports high speed movement of funds
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ML/TF Vulnerabilities - STR Filing by Sector in MY

Question (5 mins):

How are the respective services faring? MSBs? QUESTION

STR by industries Risk (NRA) 2009 2010 2011 2012 2013
Banking (including DFls) High 5 549 5 884 7 BE6 T 442 9124 35 665
| Insurance Loww 1747 1 344 L 1358 1393 L 1 344 7 186
Money Services Business | High 5187 T 730 14 137 15 541 Ca 203 D 51798
Non-Bank Fls Mediurm - 7 17 8 201 323
| DMFEP — Casino High 229 1170 L 3 257 849 L 1392 6 897
DMNFEP — Other Medium-Low 62 107 109 102 115 495
Offshore Fls Mediurm 1 8 5 8 12 34
| Securities Loww 21 25 L 66 oy L B3 274
E-money Operators Loww - 368 1 360 1 788 1232 4748
Others Medium-Low 4 7 50 58 16 135
TOTAL 12800 | 16 650 28 025 27288 | 22792 | 107 555

Q INTERNATIONAL http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-
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http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-Malaysia-2015.pdf

ML/TF Vulnerabilities - STR Filing by Sector in SG & HK

68,745

Number of STRs Submitted in 2015 by Sector

Banks I 10,080 928

= 1§
Casinos 6.737 1423

Money Changers and Remittance
nsurance Comparies. - 4137

Capital Markets intermediaries Tl 1.095
Stored Value Facilities Licensees 67
Others § 267

Finance Companies | 62 Real Estate 58

Trust Companies | 54
Dealers in Precious Products 59

Company Service Providers | 44
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Initiatives & Developments in the Macro-
Regulatory Environment for MSBs in Malaysia

Some recent BNM key regulatory initiatives and developments (2012-2017) for MSBs:

=  MSB (Min. Criteria, Fit & Proper) Regulations 2012

= MSB (Licensing) Regulations 2012

=  Guidelines on Governance & Operational Requirements on Conduct of MSB, BNM/RH/GL-022-2, Oct 2012

= Guidelines on Risk Management and Internal Controls for Conduct of Money Services Business,
BNM/RH/GL-022-3, Dec 2012

=  Guidelines on Agent Oversight Framework for the MSB Industry, BNM/RH/GL022-4, Apr 2013

= AMLATFPUAA (AML/CFT) - MSB (Sector 3), BNM/RH/STD 031-1, Sep 2013

= National Risk Assessment (NRA), Sep 2014

. FATF-APG Mutual Evaluation Report on Malaysia, Sep 2015

=  Requirements for the Conduct of MSB by Banking Institutions, BNM/RH/GL 029-5, Jul 2015

= Staff Training Expenditure Paper, BNM/RH/PD 031-6, Nov 2016

=  Requirements for the MSB Compliance Officer, BNM/RH/PD 031-3, Mar 2016

Requirements for the MSB Compliance Officers to Obtain Certification/ Accreditation, Sep 2017

INTERNATIONAL : : 5 - _ :
\ COMPLIANCE http://www.bnm.gov.my/index.php?ch=en_policy&pg=en_policy msb
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Macro Regulatory Environment
- Where is Malaysia?

QUESTION

Start-up Crises Expansion Sustainable Outcomes

1971 -1992 1992-1998 1998- 2010 2010 - 2013 2013-
future

Question (5 mins):
Where do you think is Malaysia standing
in terms of regulatory development?

4 Singapore Hong Kong

3. Australia  Malaysia?

2. US - Enhanced Pr@nciples
Japan? based reqgulations

1. China/ India

Indonesia /
Vietham?
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Macro Requlatory Environment - Emerging Trends,
Challenges, & Compliance Vulnerabilities & Risks for MSBs

1. Technology - E.g.: Money transmission using more advanced technology, i.e., moving away from the
traditional way of transferring money at the agent's physical locations to cyber channels. Emerging of
Fintech and mobile payments apps - How robust and resilient is your IT infrastructure to attacks? (e.qg.;

phishing, DDOS, malware, spyware; vulnerability and penetration testing and data protection issues,
etc)

Payment vs Remittances - Blurring of lines. Money going directly to the beneficiaries.

Migration for work / investment - Migrant workers and remittances. Attracting global investors. Both
the official (financial inclusion) and ‘unofficial’ channels used (e.qg.: Hawalas and TBML)

4. More Regulations, Expectations & Censures - Increase in regulatory compliance and AML/CFT
regulations obligations and penalties. In January 2017, Western Union (and its agent, FEXCO) agreed
to forfeit $586 million and enter into DPA with DOJ, FTC, U.S. Attorneys’ Offices, and FinCEN.

5. Protecting the Banking & Financial System - Increase in terrorist attacks, sanctions and rogue states
(e.g.: North Korea)

6. Financial crimes (Consumer fraud and scams) - Involving vulnerable consumers and laundering the
proceeds
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BNM - Priorities & Regulatory Expectations

Assistant Governor's Speech at the Malaysian Association of Money Services Business Annual Dinner 2017 (29Apr17)

So while we have come a long way, a number of priorities must continue to stay in clear focus for the industry to
progress further. Let me just mention three of these priorities.

=  First, we must continue to work at reducing transactions that are conducted through informal channels - in
particular, through education and enforcement activities. Since 2012, the Bank has taken enforcement
actions against 140 illegal MSB operators. This included criminal and civil actions pursued against over 70
companies. We will continue to intensify our efforts on this front.

=  Second, we must continue to 1) raise compliance and professional standards across the industry, regardless
of size. Every company that holds a licence must be able to meet the expectations that have been set to
protect the integrity of the financial system and provide a high standard of service to the public. Over the
years, more companies have been given licences for longer periods. This means that we have seen good
improvements in the quality of compliance and operations. Companies that continue to receive shorter-term
licences need to take stronger measures to address the issues that we have raised.

=  Third, we should expect that financial markets will continue to remain volatile in the period ahead. It is
therefore important for the industry to improve market arrangements to ensure that MSB companies will be
able to respond efficiently to changes in demand for currencies by consumers and businesses. Such
arrangements have to include better planning and management of currency stocks as well as sourcing
strategies to ensure the ready supply of currencies at efficient market rates.

COMPLIANCE
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BNM - Regulatory Expectations...
Compliance & AML/CFT Oversight

The BNM's Guidelines on AML/CFT - MSB (Sector 3):
http://www.bnm.gov.my/guidelines/07_msb/05_policy msb_amlcft.pdf

23.2 Board of Directors
S 23.2.1 General

= (@) Members of Board Directors (Board members) shall understand their roles and
responsibilities in managing ML/TF risks faced by the reporting institution.

= (b) Board members must be aware of the 2) ML/TF risks associated with business

strategies, delivery channels and geographical coverage of its business products and
services.

= (c¢) Board members must understand the AML/CFT measures required by the laws
including the AMLATFA, subsidiary legislation and instruments issued under the AMLATFA,
and the industry's standards and best practices as well as the importance of
implementing AML/CFT measures to prevent the reporting institutions from being abused
by money launderers and financiers of terrorism.
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http://www.bnm.gov.my/guidelines/07_msb/05_policy_msb_amlcft.pdf

BNM - Regulatory Expectations...
Compliance & AML/CFT Oversight

The BNM's Guidelines on AML/CFT - MSB (Sector 3):
http://www.bnm.gov.my/guidelines/07_msb/05_policy msb_amlcft.pdf

23.3.2 Roles and Responsibilities
The Senior Management have the following roles and responsibilities:

= (f) allocate adequate resources to_ effectively implement and administer AML/CFT
compliance programmes that are reflective of the size and complexity of the reporting
institution’s operations and risk profiles;

= (g) appoint a compliance officer at management level at Head Office and designate a
compliance officer at management level at each branch or subsidiary;

) provide 3) appropriate level of AML/CFT training for its employees at all levels
roughout the organisation;
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http://www.bnm.gov.my/guidelines/07_msb/05_policy_msb_amlcft.pdf

BNM - Regulatory Expectations...
Comeetent Compliance Officer

The BNM's Requirements for the MSB Compliance Officer:
http://www.bnm.gov.my/index.php?ch=57&pg=146&ac=554&bb=file

6 Requirements for the Compliance Officer

= G 6.1 The appointment of a 4) competent and capable Compliance Officer by a licensee is critical
in ensuring proper compliance with the AML/CFT requirements in carrying out the money services
business activities. The Bank expects the appointed Compliance Officer of a licensee to be able to
demonstrate the following in the course of discharging his/her duties:

= (a) Possess relevant knowledge on requirements under the AMLATFPUAA Sector 3;

= (b) Able to apply the AML/CFT requirements and effectively implement appropriate AML/CFT
policies and procedures for the licensee’s money services business operations, particularly in
respect to customer due diligence measures, suspicious transaction reporting as well as risk-based
assessment and management of money laundering and terrorism financing (ML/TF) risks; and

= (c) Have current knowledge on developments in ML/TF techniques and typologies associated
with the money services business industry as well as the AML/CFT measures undertaken by the

industry.
INTERNATIONAL
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http://www.bnm.gov.my/index.php?ch=57&pg=146&ac=554&bb=file

Going Forward - Key Objectives of Financial
Regul ati ons & Expectat.

* Blue text = New trends and
developments in regulatory
objectives

INTERNATIONAL I . .

COMPLIANCE
T R A INI N G
gt h&tl




Forms of Risks Faced By MSBs
-Need for Competency Training

« Reqgulatory o Liquidity

* Legal « Systemic

* Fraud & Financial Crime « Technology

 AML/CFT  Ethical

« Fiduciary « Conduct | oo
» Market » Reputational “I¥'sjust the new Compliance Officer
e Credit « Geographic e ety it the ShHr
« Personal Liabilities e Operational AML/CET

« Censures (Fines, jail,
and revocation of

Financial Crime Prevention
Business Adviser

licence?) Risk Manager (Regulatory
' Compliance)
T e Governance leader
COMPLIANCE e Educator (Culture and

TRAINING
Wilmington Kisk & Compliance 14 condu ct)



Competency Training - Fraud & Financial Crime

= Singapore - Three remittance staff commended for foiling fraud and impersonation scams

= Read more at http://www.channelnewsasia.com/news/singapore/three-remittance-staff-
commended-for-foiling-impersonation-scams-9233344

N/ R
Mr Sa meer .I\/Ialik, | ol )} sncsoe ) \W gg‘ O siweapore
Ms Novianti and Ms Li Fang ‘ ﬁ\
were commended by i N B\ sinwone
" e 0 . et~ ORCE

Singapore Police

W AW o
& wyw Mmediacorp

Both cases involved scammers pretending to be police from China, and the

INTERNATIONAL victims (old vulnerable people) were told to remit cash to Chinese bank accounts.

COMPLIANCE
T R A I N ING

S

15


http://www.channelnewsasia.com/news/singapore/three-remittance-staff-commended-for-foiling-impersonation-scams-9233344

Competency Training - Regulatory & AML/CFT Compliance
Risk Management Framework in Simple Terms

1. What do we do that might be subject to
compliance?

2. What do we have to comply with? ﬁ 5. How do
SV'eHrZ\i’ZS . we monitor

awareness of performance

: over
? : i
compliance? 3. Where are we at risk of non-compliance? compliance?

4. How do we ensure that we comply? “

: INTERNATIONAL
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Competency Training - Regulatory & AML/CFT Compliance
Policies and Procedures - Key Compliance Activities / Areas

Some key compliance activities / areas to be covered are like:

» ‘Fit and proper’ requirements
» Client confidentiality

» Data protection

» Records keeping

» AML/CFT

» Training and competence

<

requirements

INTERNATIONAL
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» Conflicts of interest

» Fraud and financial crime prevention

» Outsourcing

» Business practices and misconduct

» Escalation and reporting of compliance
issues and breaches, and STRs

> Latest trends and typologies (AML/CFT)

17



Essential Programmes & Tools Used in
a Compliance Risk Management Framework

« Potential Breach N\ « Compliance Risk Management Policy

Reporting Form

» Breach Register
» Responsibility Maps
« Compliance

« Compliance Risk Management
Operating Policy / Charter

Management .
Calendar . Annual Compliance Plan

« Communications Plan » Risk Management Strategy
Template

« Complaints Register

* Breach Assessment
Criteria

» Breach Reporting
Process

« Compliance
Management
Software
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- Compliance Risk Assessment Register

Competency Training

Work Process:

Retail Banking — Customer Wire Transfer Remittances
Ohjective: To perform CDD when effecting f receiving wire transfers for > SGD 1500 for customers who has no banking relationship
S5/Mo. Home & Host  [Summary of [KeyRisks |[Corrective |InherentRisk Primary Control Residue Risk Secondary [Control IT And People ICompliance
[Countries’ Regulatory nd lIActions to  |Assessment Controls in |Assertion |Assessment Controls in |Assertion [Computer l[GwnE r, Procedures Status (YIM)/
Regulations [ |and ICompliance|be in Place / Type Place | Type Systems |Required (Existing / New) {Target Date
Industry / Best |Mandatory |Risks/ ICompliance (NUA) (NUA)Y Skills Implement
Practices /HO |Requirement{Mame Knowledge,
Policies & - - - - Licenses or
Proceduresew Risk|lmpaciLike- Risklmpact|Like- Training and
IChanges / ] . Motification
Updates) i bl libood
1 [MAS Motice D20 [Banks and FIs|GHO and rocus group|High [High  |High  [Breting Ubligatons|Low|Low Low |Checkist  |Oblgatongtil LMWNEers: Branch s ANL & |0
LHuhy2014 [New) [to perfomn ;]Flr-.-'la not briefing Seszzion remminder at
CODwhen aware of newlsession Handouts front counte 1% line —CROs| lAug14
|effecting f requiren'nerrtJ[Aug1 4% st counters;
receving wire [Manual/ (Manual/ RM= To amended
transfers for = [[KRI Prewventive) Preventive) iduring nexxt review
SGD1500 for Mo 1010) in July2014 to
lcustomners: whi incorporate
hasno ichanges
2 banking [SNL System|oument High [Figh  |High [SystemTiag |Accuracy |LOw[LOw  |Low |Meed a0 D venmcabonoone Crwners. o |
relationship [Monitoring  [threshold sef out [SGD1500 set system ([CustomemBanking
[new) [Threshold |[at>5SG0 trensactons A to flag out System 1% ine —CROs|
notsatat 3000, SGD 1500 the custonne st counters;
SGD0D 1500 [Auto / name and And RMs= Sep14
and unabie io|Meed to ress| Detective) zand alert to
pick up systam Compliance LA L [2' line ANL
threshold and RM, for Transactor Team
[KRI name Monitonng
Mo. 1011} screening System IT Support
and further
chacks Focus group
briefing
SESSion

[Aug14)




Competency Training
- Compliance Monitoring and Testin

I |

Risk Affected

Type of Name of | Link to risk High-Level , B Indicative Lead :

No B : assessment Driver N ) Location(s) | business/ , . Status

monitoring review assessment objectives timescale Reviewer
rati ng alrea
| | | | | | [a1]a2]q3]a4] |

1. |Eg.Full Eg. Eg.Linkto |Eg.Inherent Eg. 1. Ensure that | Eg. Eg. | | Eg.
review Review of | relevant risk | Risk of Regulatory  all complaints | Singapore | Personal Completed/
Desk-based ' complaint  ontherisk | medium- requirement/ | are being or central | banking or not yet
monitoring/  handling | assessment | high with new handled in branches | operations started/in
electronic control regulation or accordance | or external progress/
surveillance ratingof X | new business | with global | provider late

activity/ policy and
High-risk regulatory
activity/Last | requirements
reviewed in | to ensure
XXX appropriate
outcomes for
clients
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Importance of Compliance Training &
Professional Qualifications

Governor's Remarks at Bank Negara Malaysia’s Compliance Conference 2017 (18 May 2017)

= It is also crucial that institutions invest sufficiently in talent development within the
compliance function. At the board-level, this priority is often overlooked. However, cultivating
a group of professional compliance officers within a bank is essential. They must be fluent with
the business operations of the bank, plugged-in to organisational developments, and have the
authority and network to engage effectively throughout the bank.

= Possessing professional qualifications also play a key role in this, such as the Certification in
Regulatory Compliance offered by the Asian Institute of Chartered Bankers, in conjunction
with the International Compliance Association.

= Today, banks are realising how important it is for them to 5) get in front of compliance issues.
Failure to realise this is an expensive error. Banks need to invest and build systems; and
create a culture that ensures that they are the first to identify and address compliance failures,
and proactively communicate them to the regulators and other authorities.

Tan Sri Datuk Muhammad bin Ibrahim, Governor of the e
INTERNATIONAL _ Central Bank of Malaysia
\ COMPLIANCE rmnwu’ﬁ."ﬂ? y
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Asian Institute of Chartered Bankers (AICB)

= Asian Institute of Chartered Bankers (AICB) offers professional qualifications in Anti-Money
Laundering / Counter Financing of Terrorism (AML/CFT) in a strategic partnership with the
International Compliance Association (ICA), a global education and training professional body
in the field of Compliance, AML/CFT and Financial Crime Prevention.

= These qualifications, which have the support of the Asian Institute of Finance (AIF), are one of the
initiatives of the AICB-Compliance Officers’ Networking Group (CONG) to inject professionalism
and enhance the capacity building of compliance officers in financial institutions in Malaysia.

= The qualifications, mapped to the UK Occupational Standards of Competency for AML/CTF and
Regulatory Compliance, are dually awarded by AICB and ICA.

= All ICA qualifications are awarded in association with Alliance Manchester Business School, the
University of Manchester, the largest campus-based business and management school in the

UK.
A MANCHESTER
INTERNATIONAL 4 1824
COMPLIANCE . ASIAN
IMSTITUTE OF INTERMATIONAL . X
R e il L Bl CHARTERED COMPLIANCE The University of Manchester
Wilmington Kisk & Complame BAMNEKEERS 22 ASLOCIATION

Alliance Manchester Business School



AICB & ICA - Compliance Training & Qualifications

Malaysia programmes:

Level 1 (Foundation)

« ICA Certification in Regulatory Compliance

« ICA Certification in Anti Money Laundering/Counter Financing
of Terrorism

Level 2 (Intermediate - Application)

« ICA Advanced Certification in Anti Money Laundering/Counter
Financing of Terrorism

« ICA Advanced Certification in Regulatory Compliance

Level 3 (Advanced - Strategic)
« ICA Certified Professional in Anti Money Laundering/Counter
Financing of Terrorism

« ICA Certified Professional in Regulatory Compliance * * Launching in early 2018
A MANCHESTER
INTERNATIONAL 4 1824
COMPLIANCE [NqTJTL#E‘hPE . INTERNATIONAL
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AICB & ICA - Compliance Training & Qualifications

Malaysia Accreditation Standards:
T T— AICB & ICA programmes:

« Level 3 (Advanced - Strategic)
- For senior compliance practitioners, HoCs, Directors

* Level 2 (Intermediate - Application)
- At least 3 yrs of related work experience

e Level 1 (Foundation)
- Less than 3 yrs of related work experience

« Combination of learning & assessment methods:

» Workshops (Competency Based) training & learning
» Discussion & tasks

» Assignments

» Exam

> Reflective journals

ICA ERS

24 COMPLIANCE The University of Manchester

ASSOCIATION Alliance Manchester Business School
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Why Choose a Qualification
from ICA & AICB?

Improved knowledge, developed skills (practical and competent based training)

Enhanced workplace performance (Potential for career progression)

High quality syllabus benchmarked vs UK standards and customized for Malaysian context
Professional Membership of the International Compliance Association (MICA)

Verifiable evidence of learning and competency (To show the regulator - fit & proper)

Benefits for employers (such as evidence of investment in training, trained staff, reduced

reputational, compliance and financial risk, etc, for firms)

Benefits for employees (such as career progression and broader experience)

INTERNATIONAL
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Alliance Manchester Business School

= One of UK's leading universities
= World class Masters and Doctorate programmes plus research
= (Consistently in Europe’s top ten business schools

= Alliance Manchester Business School is the largest campus-based business and
management school in the UK... Triple accredited, have more than 50 year's
experience of delivering world-class programmes across the globe, with centres in
Manchester, Dubai, Hong Kong, Singapore, Miami, Shanghai and Brazil.

MANCHESTER

INTERNATIONAL 1824
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Challenges & Risks - Impact for the Firm & You...
Need for Competency training...Summary

1. Putthe culture of the firm, staying ahead of regulatory expectations and customer at the
centre of your strategy (ie, Treating Customer Fairly (TCF), ethics and business conduct and

compliance risk management)
2. Drive performance through digital innovation
3. Reassess future business and compliance strategies
4, Prepare for requlatory changes (‘stay ahead of the curve’)
5. Increasing fines and liabilities - Firm & individuals
6. Robust compliance and AML/CFT risk management framework and procedures

Quality staff training & certifications (competent, fit & proper) is key!

INTERNATIONAL
coMPLIANCE
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Professionally Accredited Qualification
from ICA & AICB - How it Helps

= Improved knowledge, developed skills (practical and competent based training)
= Enhanced workplace performance (Potential for career progression)

= High quality syllabus benchmarked vs UK standards and customized for Malaysian context
and key industry sectors (Banking, Capital Markets, Insurance, MSBs)

= Professional Membership of the International Compliance Association (MICA)
= Verifiable evidence of learning and competency (To show the regulator BNM - fit & proper)

= Benefits for employers (such as evidence of investment in training, trained staff, reduced
reputational, compliance and financial risk, etc, for firms)

= Benefits for employees (such as career progression and broader experience)

= Globally well-recognised qualification and highly portable

A
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Course Schedule

Duration:

Certification (level 1) - 6 months (1 Block x 2days Workshop + 1 Assignment + 1 Exam)

Advanced Certification (level 2) - 10 months (2 Block x 2days Workshop + 2 Assignment + 1
Exam)

Certified Professional level (level 3) - 10 months (6 / 8 Masterclass + Reflective Journals (Own
research) + Final Interview (Work-based portfolio & oral interview)

Intakes:

S

2 intake per year in Malaysia for Certification (level 1) and Advanced Certification (level 2)
» Intake 1 -January/ February period
» Intake 2 - July / August period

1 intake for Certified Professional level (level 3)
» Intake 1 - February/ March period

INTERNATIONAL
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End of Presentation - Thank You

Enquire about our
Programmes
Join Us!

ICA

ASIAN
IMSTITUTE OF INTERNATIONAL

CHARTERED
BANKERS COMPLIANCE

ASSOCIATION
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Course Schedule

Certification in AML/CFT 23"d October to 22"d Dec
Certification in Regulatory Compliance 2018

Certification in Advanced AML/CFT 11th Dec to 9% Feb 2018
Certification in Advanced Regulatory

Compliance

Certified Profesional in AML/CFT 11th Dec to 24t February
2018

For more information: https://www.aicb.org.my/
Tel : (603) 2095 6833
Email : membership@aicb.org.my
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